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Recommended Knowledge and Skills

To deploy and operate the Microsoft® Host Integration Server 2006 Management Pack, it is recommended that you possess the following knowledge and skills:

· Have a working knowledge of the Microsoft Operations Manager 2005 (MOM) monitoring features.
· Be familiar with the recommended process for testing, modifying, and deploying Management Packs as described in the Microsoft Operations Manager 2005 Deployment Guide.

· Have an administrative and working knowledge of Microsoft Host Integration Server 2006.

Prerequisites

Before deploying the Microsoft® Operations Manager 2005 (MOM) agent or the Host Integration Server 2006 Management Pack to any Host Integration Server 2006 computers the following prerequisites must be performed.

WARNING: Failure to perform these prerequisites may destabilize Host Integration Server functionality
Run the HIS Service Configuration script

Required updates to the way Host Integration Server services are started must be made manually or using the provided HIS Service Configuration script. 
Note: Running the Host Integration Server Configuration Wizard will reset any changes to the Host Integration Server services startup configuration. The HIS Service Configuration script must be re-run after the Configuration Wizard each time it is run.
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To update service startup configuration using the HIS Service Configuration script
a. Copy the HIS Service Configuration.vbs script from the folder where the Host Integration Server 2006 Management Pack was installed to the Host Integration Server computers that will be managed by MOM.
b. On the server to be managed by MOM, run the script by double clicking on it in Windows Explorer or within a Command Prompt using the following command line:

“HIS Service Configuration.vbs”
c. Review the script output to verify no errors occurred.
The script also supports being run with the following options:

“HIS Service Configuration.vbs” /C:computer /U
Use the /C option to update a computer other than the one running the script. 

Use the /U option to reverse the changes of the script.
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To update service startup configuration manually 

On each Host Integration Server to be managed by MOM, open Registry Editor and make the following changes:

Note: Running the Host Integration Server Configuration Wizard will reset any changes to the Host Integration Server services startup configuration. The manual updates must be re-performed each time after the Configuration Wizard is run. 
Table 1   Required service startup configuration changes 

	Key
	Value
	Value Type
	Data

	Control\ServiceGroupOrder1
	List
	Multi-String
	Add MS_HIS to bottom

	Services\SnaBase
	Group
	String
	MS_HIS

	Services\SnaRPCService
	Group
	String
	MS_HIS

	Services\SnaRPCService
	Start
	DWORD
	2

	Services\SnaRPCService
	DependOnService
	Multi-String
	SnaBase

	Services\MngAgent
	Group
	String
	MS_HIS

	Services\MngAgent
	Start
	DWORD
	2

	Services\MngAgent
	DependOnService
	Multi-String
	SnaBase


1 All keys referenced are under HKEY\LOCAL_MACHINE\SYSTEM\CurrentControlSet\
Known Issues

The following issues have been identified in this version.
· Service discovery will stop detecting Host Integration Server configuration changes after the SNABase service is stopped and restarted. Any time the SNABase service is stopped and restarted, such as after changing a Host Integration Server computer’s subdomain or role within a subdomain, the Microsoft Operations Manager (MOM) and Windows Management Instrumentation (WMI) services must also be stopped and restarted. When stopping and restarting the SNABase, use the following steps:

a. Stop the following services in the following order: MOM service, SNABase service, and Windows Management Instrumentation service.

b. Using Windows Task Manager, verify that no WMIPRVSE.EXE processes are running after stopping the Windows Management Instrumentation service. If necessary, end any WMIPRVSE.EXE processes that remain.

c. Restart the services in the following order: Windows Management Instrumentation service, SNABase service, and MOM service.

· The LU6.2 Resynchronization Service will not be discovered in a node-less installation. A Host Integration Server computer is considered node-less if during setup the SNA Application Support option is selected and the SNA Service option is not selected. Node-less servers that supply the LU6.2 Resynchronization Service for LUs defined on other Host Integration Server computers will not be detected by service discovery. To enable monitoring of the LU6.2 Resynchronization Service for node-less Host Integration Server computers, manually add the node-less server to the Microsoft Host Integration Server 2006 LU 6.2 Resync Servers computer group within the MOM Administrator Console.
· Agentless monitoring is not supported for backup servers in a multi-server subdomain. Any Host Integration Server 2006 computers configured as backup servers within a multi-server subdomain must be monitored using a MOM agent. Host Integration Server 2006 computers configured as primary servers or as the only Host Integration Server computer within the subdomain can be monitored in either an agent or agent-less configuration.
· Combining Host Integration Server computers running Windows 2000 Server and Windows 2003 Server in the same subdomain will result in event number 705 being logged repeatedly in the application event log. Event 705 is logged to indicate a logon failure in the Manage Client component on the Windows 2000 Server while attempting to connect to other servers to obtain status information. When the Host Integration Server WMI configuration provider is used in this configuration the event will be caused by differences in WMI between Windows 2000 Server and Windows 20003 Server, and does not indicate an error. No action is necessary.
Overview of the Host Integration Server 2006 Management Pack

The Microsoft® Host Integration Server 2006 Management Pack provides monitoring functionality for Host Integration Server 2006 computers running on Microsoft Windows Server™ 2000 and Windows Server 2003, and is supported for use only with Microsoft Operations Manager 2005 (MOM). It provides monitoring of the Host Integration Server functionality in the following key areas:

· Host Integration Server 2006 Alert Monitoring 
· Host Integration Server 2006 Health Indication and Monitoring

· Host Integration Server 2006 Performance Monitoring 

· Automated configuration discovery and role-based assignment of monitoring rules

· An easy-to-understand and navigable processing rule group hierarchy

· Public views of Host Integration Server 2006 servers, alerts, and groups

· Operator tasks for use in response to common situations

Table 2   Monitoring functionality available per Host Integration Server 2006 component

	Component
	Alert Monitoring
	Health Monitoring
	Performance Monitoring

	SNA gateway services
	Yes
	Yes
	Yes

	TN3270 terminal emulation services
	Yes
	Yes
	Yes

	TN5250 terminal emulation services
	Yes
	Yes
	No

	Print services
	Yes
	Yes
	No

	Host database access services
	No
	No
	Yes

	Host Initiated Processing (HIP) applications
	Yes
	Yes
	Yes

	Windows Initiated Processing (WIP) applications
	Yes
	No
	Yes

	LU 6.2 transaction resynchronization service
	Yes
	Yes
	No

	TCP/IP transaction resynchronization service
	Yes
	Yes
	No

	Message Queue Bridge
	Yes
	No
	No

	Session Integrator Service
	Yes
	Yes
	No


This guide was developed with the 2006 version of Microsoft Host Integration Server. Ensure that you are using the most recent version of the Management Pack by going to the MOM Management Pack Catalog Web site.
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To view the version of the installed Management Pack
d. In the Administrator console, expand Management Packs and then expand Rule Groups.

e. Right-click Host Integration Server 2006 and then select Properties.

f. On the General tab, in the Rule Group Properties dialog box, the Version field displays the version number.

What’s New

The Host Integration Server 2006 Management Pack is an upgrade to the Host Integration Server 2004 Management Pack, and includes new features corresponding to the features added in Host Integration Server 2006. For details on upgrades and expected behavior when both versions are imported into a MOM 2005 server, see Deploying the Host Integration Server 2006 Management Pack section.
Management Pack Monitoring Scenarios

The Host Integration Server 2006 Management Pack monitors key components to ensure the availability and reliable day-to-day operation of Host Integration Server. The supported monitoring scenarios are described in Table 2.
Table 3   Management Pack Monitoring Scenarios

	Monitoring Scenario
	Description

	Conditional monitoring based on Host Integration Server computer role & components
	The components configured for use on a given Host Integration Server computer will be automatically discovered. Only those components present on a server will be monitored. The Operator’s Console state view will provide a clear definition of the components configured for use on a given Host Integration Server computer, along with their state.

	Notification of inactive Host Integration Server SNA host connections
	When a host connection enters a non-active state an alert will be generated and an indicator specific to state of that connection’s service (SNA service instance) will turn red or yellow based on the new state. When the connection returns to active state the indicator will return to green.

	Notification of errors or service stoppage for Host Integration Server TN3270, TN5250, Print, Session Integrator services
	When a TN3270, TN5250, or Print service is stopped or generates an event that indicates a potential problem with service availability, an alert will be generated and an indicator specific to the component in question will turn red or yellow based on the event. When the service is restarted the indicator will return to green.

	Notification of errors or service stoppage for Host Integration Server LU6.2 and TCP/IP transaction resynchronization services
	When a TCP/IP or LU6.2 transaction resynchronization service is stopped or generates an event that indicates a potential problem with service availability, an alert will be generated and an indicator specific the component in question will turn red or yellow based on the event. When the service is restarted the indicator will return to green.

	Notification of errors and warnings generated by HIP applications
	When a HIP application generates a warning or error message that indicates a potential problem with application availability, exceeds a performance threshold, or is stopped altogether, an alert will be generated and state indicators specific to the HIP application instance will turn yellow or red based on the event. When the application is restarted the indicators will return to green.

	Discovery opt-out
	Each component that has health monitoring support also has a supported method to opt-out of (disable) discovery and health monitoring on a given Host Integration Server computer.

	Starting and stopping Host Integration Server tracing – manual
	After selecting a specific Host Integration Server computer within the Operators console, the set of available tasks will include “Tracing - start” and “Tracing – stop” options. Selecting either task will allow selection of the Host Integration Server components for which tracing should be enabled or disabled.

	Starting and stopping Host Integration Server tracing in response to an event
	To capture relevant portions of a trace file without having to worry about the trace file rolling over, the supplied tracing script can be used to automatically enable tracing for a component in response to a specific alert, and automatically disable it after a different alert is raised.

	General alert-based and performance monitoring
	Components without specific health monitoring support that exceed performance thresholds or generate significant warning and error events will raise alerts and change the overall state for the computer.


Tasks

The Host Integration Server 2006 Management Pack provides the tasks described in Table 6.

Table 4   Management Pack Tasks

	Task
	Description

	Tracing – start
	Enables all internal trace types for all or a selected set of Host Integration Server components. Optionally allows a custom set of internal trace types to be specified. 

	Tracing – stop
	Disables tracing for all or a selected set of Host Integration Server components.

	Run HIS service discovery
	HIS Service Discovery runs on a recurring interval, by default hourly. This task forces HIS Service Discovery to run immediately. Use this task to avoid waiting until the next scheduled interval to discover configuration changes on a given Host Integration Server computer.


Reports

No reports are provided with the Host Integration Server 2006 Management Pack. Standard MOM reports can be used to report on collected Host Integration Server performance counters.
Management Pack Views

The Host Integration Server 2006 Management Pack provides the views described in Tables 7 and 8.

Table 5   Management Pack Views – Microsoft Host Integration Server folder

	View
	Type

	Alerts
	Alert

	Computer Groups
	Computer group

	Computers
	Computer

	Events
	Event

	Performance
	Performance

	State
	State

	Task Status Events
	Event


Table 6   Management Pack Views – Microsoft Host Integration Server\Host Integration Server 2006 folder
	View
	Type

	All Servers
	Computer

	Data Integration Servers
	Computer

	HIP Servers
	Computer

	IP Resync Servers
	Computer

	LU 6.2 Resync Servers
	Computer

	Message Integration Servers
	Computer

	Print Servers
	Computer

	Session Integrator Servers
	Computer

	SNA Servers
	Computer

	TN3270 Servers
	Computer

	TN5250 Servers
	Computer

	WIP Servers
	Computer


Agentless Monitoring

The Host Integration Server 2006 Management Pack supports agentless monitoring for Host Integration Server computers configured as primary computers within a subdomain, and for Host Integration Server computers that are the only Host Integration Server computer within a subdomain. Host Integration Server computers that are configured as backup servers in a multi-server subdomain must be monitored using a MOM agent. 

There are no additional configuration requirements to support agentless monitoring.
Monitoring in a Low-Privilege Configuration

The HIS Tracing tasks within the MOM Operators Console require the user performing the tasks to be a member of the HIS Administrators local group, or a local administrator, of the Host Integration Server computer being targeted by the task.

All other functions of the Host Integration Server 2006 Management Pack will operate in the lowest-privilege configuration supported by MOM 2005.

For more details see the MOM 2005 Security Guide.

Health Monitoring and Service Discovery

Overview

Service discovery is the process of discovering roles, components, and relationships for managed computers. Each Management Pack collects service discovery data that is specific to the application that the Management Pack supports.

The Microsoft® Host Integration Server 2006 Management Pack uses service discovery as the central method of determining the monitoring operations to perform for a given Host Integration Server. Service discovery evaluates which Host Integration Server components have been configured for use on a given Host Integration Server computer, and only those components present are monitored for health. The same information is used to determine computer group membership, which controls the rule groups that are applied to a given Host Integration Server computer. The results returned by service discovery can be viewed within the Microsoft Operations Manager (MOM) Operators Console.
Service discovery uses a pre-defined set of criteria when evaluating which components are configured for use on a given Host Integration Server computer. Some criteria can be configured, and each component evaluated by service discovery has a corresponding opt-out method to force service discovery to return the component as not present. The opt-out methods are designed to support servers where monitoring is not appropriate, such as test, development, or other servers that will routinely be stopped and started and therefore should not generate alerts or changes in health state. For details on configuring discovery criteria and using opt-out methods see Configuring Monitoring Scenarios.
Service discovery data is dynamic, therefore changes in configuration on a Host Integration Server computer can result in roles and components being added or removed for that server within MOM.

Collecting Service Discovery Data

The Host Integration Server 2006 Management Pack collects service discovery data every 60 minutes, by default, on every Host Integration 2006 server. Therefore, there can be a delay between the time a configuration change is made on a monitored Host Integration Server and when that change is reflected in the MOM Operator console. To force service discovery to run immediately on a given server, use the Run HIS Service Discovery task. The service discovery data collected on Host Integration Server computers can be viewed within the MOM Operators Console.
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To force service discovery to run
d. In the Operators console, switch to Public Views, expand the Microsoft Host Integration Server folder, and select the Computers view.

e. In the Computers pane, select the desired Host Integration Server computer.
f. If the Tasks pane is not displayed, click the Tasks button.
g. In the Tasks pane, expand the Microsoft Host Integration Server folder, click on Run HIS Service Discovery, and complete the Launch Task Wizard.

h. If desired, switch to the Task Status Events view to monitor the task and see results.
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To view collected service discovery data
a. In the Operators console, switch to Public Views, expand the Microsoft Host Integration Server folder, and select the Computers view.

b. In the Computers pane, select the desired Host Integration Server computer.
c. In the Computer Details pane, select the Roles tab. The results of service discovery for the selected server are displayed, grouped by role. If no Host Integration Server roles are displayed, verify that service discovery has run on the server and the server configuration meets the criteria of least one component or role.
Roles and Components

When HIS Service Discovery determines that one or more Host Integration Server features are configured for use, the configured features are returned to MOM 2005 in the form of roles and components. Each component has a health state and indicator, which are rolled up to create the health state of the role. The health of the server is determined by rolling up the state of all roles discovered for the server.
The Host Integration Server 2006 Management Pack supports three roles, each of which has one or more components. Some roles can exist multiple times on a given Host Integration Server computer, which are represented as unique instances of the role. The roles and components supported by the Host Integration Server 2006 Management Pack are listed in Table 6.
Table 7   Host Integration Server Service Discovery Roles and Components 

	Role
	Components
	Multiple Instances

	HIS SNA
	Connections
	Yes

	HIS Svcs
	IPResync, LUResync, Print, SI, TN3270, TN5250
	No

	HIS HIP
	App, Listeners
	Yes


Service Discovery Criteria

Tables 7, 8, and 9 list the criteria used by HIS Service Discovery to determine the presence of Host Integration Server components and roles.

HIS SNA role

The HIS SNA role is considered present if at least one monitored connection is discovered. An instance of the HIS SNA role is created for each SNA Service with a monitored connection. 

Table 8   HIS SNA Role Service Discovery Criteria

	Component
	Criteria

	Connections
	At least one connection is configured with a startup type of On Server Startup*


*By default. The types of connection activation settings to consider during service discovery can be configured. See Configuring Monitoring Scenarios for details. 
HIS Svcs role
The HIS Svcs role is considered present if at least one HIS Svcs component is discovered. Only one instance of the HIS Svcs role is supported per Host Integration Server computer. 

Table 9   HIS Svcs Role Service Discovery Criteria

	Component
	Criteria

	IPResync
	The TCP/IP Resync service is installed. If the “Data Integration \ DB2 Distributed Transactions” option is selected in Host Integration Server setup, the service will always be installed.

	LUResync
	At least one Remote APPC LU is defined on the current server and configured to use SyncPoint 

- AND -

At least one Local APPC LU is defined, configured to use SyncPoint, and specifies the current server should provide the LU6.2 Resync service

	Print
	At least one Print Session is defined

	SI
	The Session Integrator service is installed and configured

	TN3270
	At least one TN3270 Session is defined

	TN5250
	At least one TN5250 AS/400 Definition is configured


HIS HIP role

The HIS HIP role is considered present if at least one HIP Application is discovered. An instance of the HIS HIP role is created for each discovered HIP Application.

Table 10   HIS HIP Role Service Discovery Criteria

	Component
	Criteria

	App
	At lease one HIP application service is defined

	Listeners
	


Health Monitoring Definitions

MOM 2005 provides a unique health state and indicator for each role and component discovered on a given server. The Host Integration Server 2006 Management Pack sets the state of components using event rules based on Windows® Management Instrumentation (WMI) events, event log events, and performance counter thresholds. 
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To view the role and component health of Host Integration Server computers
a. In the Operators console, switch to Public Views, expand the Microsoft Host Integration Server folder, and select the State view.

b. The Computers pane will display all servers with at least one Host Integration Server role, and the health states of each role. Click the health state indicator of a role for a particular server to see the health states of that server’s components.
Tables 10, 11, and 12 detail the conditions that cause state changes for each component.
Table 11   HIS SNA Role State Monitoring Definitions

	Item
	Green
	Yellow
	Red

	Connections
	All monitored connections on a SNA Service are in an active state
	One or more monitored connections on a SNA Service are in a Pending or Unconfigured state
	One or more monitored connections on a SNA Service are in a Error, Inactive, or Stopping state


Table 12   HIS Svcs Role State Monitoring Definitions

	Item
	Green
	Yellow
	Red

	IPResync
	The TCP/IP Resync service has started successfully and no warnings or errors have been generated
	One or more of the following TCP/IP Resync service events have been generated:

10003, 10008, 10013 
	The IP Resync service has been stopped or one or more of the following TCP/IP Resync service events have been generated:

10002, 10004, 10009, 10010, 10011, 10012

	LUResync
	The LU6.2 Resync service has started successfully and no warnings or errors have been generated
	One or more of the following LU6.2 Resync service events have been generated:
129
	The LU6.2 Resync service has been stopped or one or more of the following LU6.2 Resync service events have been generated: 
107, 113, 117, 124, 129, 131, 136

	Print
	The Print service has started successfully and no warnings or errors have been generated by the SNA Print Server or the SNA Virtual Print Driver
	One or more of the following SNA Virtual Print Driver events have been generated:
3, 4, 6, 23
	The Print service has been stopped or one or more of the following SNA Print Server events have been generated:
9, 12, 13, 14, 18, 19, 20, 22

	SI
	The Session Integrator service has started successfully and no warnings or errors have been generated
	One or more of the following Session Integrator service events have been generated:
10
	The Session Integrator service has been stopped or one or more of the following Session Integrator service events have been generated:
37, 38, 39

	TN3270
	The TN3270 service has started successfully or been un-paused and no warnings or errors have been generated by the TN3270 Server
	The TN3270 service has been paused or one or more of the following TN3270 Server events have been generated:
1020, 1024, 1025
	The TN3270 has been stopped or one or more of the following TN3270 Server events have been generated:

103, 203, 504, 514, 802, 1040, 1070

	TN5250
	The TN5250 service has started successfully and no warnings or errors have been generated by the SNA TN5250 Server
	None
	The TN5250 service has been stopped or one or more of the following SNA TN5250 Server events have been generated:

6, 25, 26


Table 13   HIS HIP Role State Monitoring Definitions

	Item
	Green
	Yellow
	Red

	App
	The HIP application has started successfully, no warnings or errors that relate to the application binaries or data stream have been generated, and no performance thresholds have been exceeded
	HIP event 807 has been generated indicating a problem resolving a host environment with DNS, or a HIP performance counter warning threshold has been exceeded
	The HIP application service has been stopped one or more of the following HIP application events have been generated which indicate a problem with the application binaries or data stream, or a HIP performance counter error threshold has been exceeded:

App-related

806, 809, 810, 817, 818, 822, 830, 831, 832, 833, 834, 835

Data-related

758, 759, 803, 804, 805, 808, 815, 816, 823

	Listeners
	The HIP application has started successfully, and no warnings or errors that relate to the application worker threads and listeners have been generated
	HIP event 798 has been generated, indicating a listener could not listen on it’s configured port
	The HIP application service has been stopped or one or more of the following HIP application events have been generated which indicate a problem with the application’s worker threads or listeners:

737, 738, 739, 740, 741, 742, 744, 813




Computer Attributes Returned by Service Discovery

The configuration details determined by HIS Service Discovery are also returned as attributes on the MOM computer object. These attributes are then used in computer group formulas to determine computer group membership. The rule groups for each component are assigned to computer groups, resulting in rules being targeted to only those Host Integration Server computers that have the associated component configured for use. 

Table 13 lists the computer attributes set by service discovery and the computer groups that reference the attribute in their membership formulas. 

Table 14   Computer Attributes Set by HIS Service Discovery

	Attribute
	Description
	Computer Group

	HIS Monitored Connections
	The total number of monitored connections
	Microsoft Host Integration Server 2006 SNA Servers

	HIS Print Sessions Defined
	The total number of print sessions configured
	Microsoft Host Integration Server 2006 Print Servers

	HIS TN3270 Sessions Defined
	The total number of TN3270 sessions configured
	Microsoft Host Integration Server 2006 TN3270 Servers

	HIS TN5250 Definitions
	The total number TN5250 AS/400 Definitions configured
	Microsoft Host Integration Server  2006 TN5250 Servers

	HIS LU Resync
	Whether or not the LU Resync service is installed:

0 = Not present

1 = Present
	Microsoft Host Integration Server 2006 LU 6.2 Resync Servers

	HIS HIP Apps
	The total number HIP Applications
	Microsoft Host Integration Server 2006 HIP Servers

	HIS IP Resync
	Whether or not the IP Resync service is installed:

0 = Not present

1 = Present
	Microsoft Host Integration Server 2006 IP Resync Servers

	HIS Session Integrator
	Whether or not the Session Integrator service is installed:

0 = Not present

1 = Present
	Microsoft Host Integration Server 2006 Session Integrator Servers

	HIS Message Integration
	Whether or not the MQ Bridge service is installed:

0 = Not present

1 = Present
	Microsoft Host Integration Server 2006 Message Integration Servers

	HIS Data Integration
	Whether or not the Data Integration feature is installed:

0 = Not present

1 = Present
	Microsoft Host Integration Server 2006 Data Integration Servers

	HIS WIP
	Whether or not the WIP feature is installed:

0 = Not present

1 = Present
	Microsoft Host Integration Server 2006 WIP Servers

	HIS Subdomain
	The SNA subdomain the server is a member of
	None by default. See Configuring Monitoring Scenarios.

	HIS Role
	The role performed by the server within the SNA subdomain
	


Deploying the Host Integration Server 2006 Management Pack

Deploying the Microsoft® Host Integration Server 2006 Management Pack is an automatic task for the most part. However, there are certain configuration options that are important to understand within the context of your Host Integration Server deployments.
Upgrading From a Previous Version of the Management Pack

There is no direct upgrade from the Host Integration Server 2000 Management Pack or Host Integration Server 2004 Management Pack to the Host Integration Server 2006 Management Pack. All three Management Packs can co-exist within a single Microsoft Operations Manager 2005 (MOM) server, and each will provide monitoring for their supported Host Integration Server versions.

The Management Packs have been created to support upgrading a Host Integration Server 2000 or 2004 computer to Host Integration Server 2006 with no loss of monitoring. When the upgrade is completed and MOM attribute discovery has occurred the server will simply stop being monitoring by the previous Management Pack version and start being monitored by the Host Integration Server 2006 Management Pack.
Making Changes to the Management Pack

Before making changes to the Host Integration Server 2006 Management Pack, review the MOM 2005 Deployment Planning Guide for details on types of supported changes and procedures for ensuring your changes are preserved over time as new versions of the Management Pack are released.
The MOM 2005 Deployment Planning Guide is available through the Technical Resources section of the MOM Web site.

Configuring Monitoring Scenarios

The Host Integration Server 2006 Management Pack includes several key monitoring scenarios that are configurable. The following table lists the scenarios that are configurable and indicates which elements of the monitoring scenario can be modified. The table also indicates if additional configuration is necessary in order to use the monitoring scenario. Detailed instructions for each of these monitoring scenarios are included later in this section.

Table 15   Configurable Monitoring Scenarios

	Scenario
	Configurable Elements
	Additional configuration required?

	Opting-out of service discovery
	Registry keys and Host Integration Server configuration
	Not by default

	Changing the types of monitored connections
	Script parameters on HIS Service Discovery and SNA Connection State Monitoring event rules
	Not by default

	Enabling/disabling tracing in response to an event
	Any event or alert rule that should trigger tracing start or stop; HIS tracing script parameters
	Yes

	Creating computer groups based on SNA subdomains
	Custom computer groups that reference the HIS Subdomain computer attribute
	Yes

	Targeting rules based on a server’s role within the SNA subdomain
	Custom computer groups that reference the HIS Role computer attribute
	Yes

	Enabling performance measuring
	Performance measuring rules for the SNA Gateway Services, TN3270 Service, and Windows Initiated Processing components
	Yes


Some of the monitoring scenarios are configured by changing parameters of scripts that are associated with an event rule. It is necessary to change the script parameter within the event rule rather than changing the script parameter within the equivalent script that is listed under the Scripts node in the MOM Administrator console. Changing a parameter of a script within the Scripts node does not change the value of the parameter for event rules that are associated with the script.
Committing Configuration Changes

After making configuration changes to the Management Pack, you can deploy the changes to managed computers immediately by committing the configuration changes manually. Otherwise, changes are deployed to managed computers after the rule change polling interval (five minutes by default) and the agent configuration interval (one minute by default).
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To commit configuration changes

a. In the MOM Administrator console, navigate to Management Packs.

b. Right-click Management Packs, and click Commit Configuration Change.
Opting-out of Service Discovery

Host Integration Server installations can commonly include servers and components that are used for development, testing, or other reasons that will cause them to be considered present by service discovery, but also be routinely stopped and started. To avoid unnecessary alerts and changes to health state for such servers, each component supported by service discovery also supports a method to opt-out of, or disable, discovery and monitoring for that component. Table 12 lists the opt-out methods supported by the Host Integration Server 2006 Management Pack.

Table 16   Service discovery opt-out methods
	Component
	Opt-Out Method
	Description

	Connections
	Set connection startup type to either On Demand or By Administrator1
	Connection is not considered when determining the number of monitored connections, and health is not monitored for the connection. Event log events may continue to be generated for the service and/or connection.

	Print Service
	Set registry value2: DisablePrintMonitoring
	Disables all3 monitoring for service 

	TN3270 Service
	Set registry value: DisableTN3270Monitoring
	

	TN5250 Service
	Set registry value: DisableTN5250Monitoring
	

	IP Resync Service
	Set registry value: DisableIPResyncMonitoring
	

	LU 6.2 Resync Service
	Set registry value: DisableLU62ResyncMonitoring
	

	Session Integrator service
	Set registry value: DisableSessionIntegratorMonitoring
	

	Data Integration
	Set registry value: DisableDataIntegrationMonitoring
	

	Message Integration
	Set registry value: DisableMessageIntegrationMonitoring
	

	WIP
	Set registry value: DisableWIPMonitoring
	

	HIP Applications
	Set registry value: DisableHIPMonitoring
	Disables all3 monitoring for all HIP applications on the server


1 By default. The types of connections to consider during service discovery can be modified. See Configuring Monitoring Scenarios for details.
2 All registry values referenced are under the HKLM\Software\Microsoft\SNA Server\CurrentVersion\Monitoring key and are of type REG_SZ. The value is checked for existence and if present the opt-out method is enabled, regardless of the value’s data.

3 In addition to preventing the health monitoring component from being returned as present, this opt-out method prevents membership in the associated computer group, and therefore no event rules for the component will be targeted to run on the server. When the opt-out key is present the associated computer attributes are returned with a value of zero.
Changing the Types of Monitored Connections
By default, only connections configured with an Activation value of “On Server Startup” are considered for monitoring. The HIS Service Discovery script uses that criteria when determining the number of connections to monitor on the server, as does the HIS Connection State Monitoring script which is run in response to events indicating a change in a connection’s state. 
The set of connections to monitor can be changed by adjusting parameters on the event rules that launch the two aforementioned scripts. The parameters allow inclusion or exclusion of each possible Activation setting. If changing the default settings, make sure to change all objects that launch the associated scripts. See the Technical Reference section for exact parameters and values.

Table 17  Objects Requiring Changes When Configuring Connection Monitoring

	Object
	Path

	HIS Service Discovery event rule
	Microsoft Host Integration Server\Host Integration Server 2006\Service Discovery

	SNA Connection State Monitoring event rule
	Microsoft Host Integration Server\Host Integration Server 2006\Network Integration\SNA Gateway Services

	Run HIS Service Discovery task
	Tasks\Microsoft Host Integration Server


Enabling/Disabling Tracing in Response to an Event
The HIS Tracing script launched by the Tracing – start and Tracing – stop tasks can be also used to configure tracing in response to any event or alert. To enable this scenario, the HIS Tracing script is specified as an automated response to the desired event/alert. By default the script will enable tracing for the Host Integration Server component referenced in the event or alert. See the Technical Reference section for details on script parameters that allow control of the component or components for which tracing should be configured, the set of internal trace types to enable, and disabling instead of enabling tracing.
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To enable or disable tracing in response to an event:
a. In the MOM Administrator console, expand Management Packs and navigate to the Host Integration Server 2006 rule group and event that should enable/disable tracing.

b. Right-click the event rule and select Properties.

c. On the Responses tab, click Add, and select Launch a script. 
d. In the Launch a Script dialog box, click the Script Name dropdown and select HIS Tracing. 

e. To enable all tracing for the component specified in the event, click OK. 

f. To disable tracing, manually specify the component to be affected, or to specify a custom set of internal trace types, select the desired script parameter, click Edit Parameter, and specify the desired value. 

Creating Computer Groups Based on SNA Subdomains

Host Integration Server subdomains will commonly be a natural choice for logical monitoring units within MOM. To allow monitoring by subdomain, create MOM 2005 computer groups that reference the HIS Subdomain attribute in a computer group membership formula. The HIS Subdomain attribute is supplied by HIS Service Discovery, so changes in the attribute for a given server will automatically be reflected in computer group membership the next time service discovery is run.
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To create a computer group whose membership maps to a Host Integration Server subdomain:

a. In the MOM Administrator console, navigate to Management Packs.

b. Right-click Computer Groups, and click Create Computer Group…
c. On the Formula page of the Create Computer Group Wizard, select Specify a formula for the computer group.
d. Click the Attribute button and select HIS Subdomain from the list of available attributes

e. Edit the formula to add the desired SNA subdomain value. The resulting formula should look like the following:

AttributeValue(HIS Subdomain)="SNADOM1"

f. Complete the Create Computer Group Wizard and save the new computer group
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To view the members of a computer group:

a. In the MOM Operators Console, navigate to Computers and Groups Views and select the Computer Groups view. The newly created view should be listed. 
b. If service discovery has already been run on Host Integration Server computers in the specified subdomain the group will be populated with members.
If necessary, see Collecting Service Discovery Data for details on how to view the attributes returned by HIS Service Discovery and manually run service discovery on a given Host Integration Server computer.
Targeting Rules Based on a Server’s Role within the SNA Subdomain
There may be occasions when it is desirable to target certain event/alert rules or scripts to the primary server in the SNA subdomain. One example is a script that references the Host Integration Server MsSna_* (configuration) WMI classes. Because those classes return results that are subdomain-wide, a script that queries those classes will return the same results on all servers in the subdomain.
HIS Service Discovery returns the HIS Role computer attribute containing the server’s role within the SNA subdomain, which can be used to create a computer group that contains all servers in the Primary role. Changes to a server’s role will automatically be reflected in computer group membership the next time service discovery is run.
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To target rules based on SNA subdomain role
a. Follow the steps above to create a computer group that references attributes returned by HIS Service Discovery.

b. In the computer group formula, reference the HIS Role attribute instead of HIS Subdomain. The resulting formula should look like the following:

AttributeValue(HIS Role)="Primary"

The resulting computer group will contain servers in the Primary role from all monitored SNA subdomains. If desired, combine the HIS Role and HIS Subdomain attributes to further scope computer group membership.

Enabling performance measuring

Performance measuring rules are provided for the SNA Gateway Services, TN3270 Service, and Windows Initiated Processing components, but are disabled by default to limit the data stored in the MOM database. To collect performance data for purposes such as capacity planning or usage analysis, enable the appropriate performance rule(s). By default each performance rule specifies collection of the counter value every 15 minutes.

Technical Reference

Computer Attributes

The Microsoft® Host Integration Server 2006 Management Pack collects the following registry-based computer attributes. Additional computer attributes are collected by the HIS Service Discovery script, for more details see Computer Attributes Returned by Service Discovery.

· Microsoft HIS Version 
· HIS Disable Print Monitoring 

· HIS Disable TN3270 Monitoring

· HIS Disable TN5250 Monitoring

· HIS Disable HIP Monitoring

· HIS Disable LU 6.2 Resync Monitoring

· HIS Disable IP Resync Monitoring

· HIS Disable WIP Monitoring

· HIS Disable Data Integration Monitoring

· HIS Disable Message Integration Monitoring

· HIS Disable Session Integrator Monitoring

Computer Groups

The Host Integration Server 2006 Management Pack includes the following computer groups:

· Microsoft Host Integration Server 2006
· Microsoft Host Integration Server 2006 SNA Servers

· Microsoft Host Integration Server 2006 Print Servers

· Microsoft Host Integration Server 2006 TN3270 Servers

· Microsoft Host Integration Server 2006 TN5250 Servers

· Microsoft Host Integration Server 2006 LU 6.2 Resync Servers

· Microsoft Host Integration Server 2006 IP Resync Servers

· Microsoft Host Integration Server 2006 HIP Servers

· Microsoft Host Integration Server 2006 WIP Servers

· Microsoft Host Integration Server 2006 Session Integrator Servers

· Microsoft Host Integration Server 2006 Data Integration Servers

· Microsoft Host Integration Server 2006 Message Integration Servers

Notification Groups

The Host Integration Server 2006 Management Pack includes the following notification groups:

· Host Integration Server Administrators

Scripts

The Host Integration Server 2006 Management Pack includes the following scripts.
Enabling Script Debug Output

All Host Integration Server 2006 Management Pack scripts generate output that can be used to identify the source of script-related issues. To enable script debug output, see Working With Response Scripts in the Microsoft Operations Manager 2005 (MOM) Software Development Kit.

HIS 2006 Tracing.vbs
The HIS Tracing script is used to configure enhanced component logging, or tracing. Tracing is most often required when working with Microsoft Support to identify a problem. 
The HIS Tracing script supports enabling and disabling tracing for all components, an administrator specified set of components, or the event/alert source component when triggered as a response to an event or alert rule. By default all internal trace types are enabled, a custom trace mask can be specified. For additional tracing options and components use the SNA Trace Utility.
By default the HIS Tracing script is only triggered by the Tracing – start and Tracing – stop tasks in the MOM Operators Console.

Note: Enabling tracing for the SNAPrint, SNALU62Resync, TN3270, or TN5250 components will also enable tracing for the SNABase and SNAServer components.
Table 18  Script Parameters

	Script Parameter
	Description
	Possible Values
	Default Value

	Action
	Enables/disables tracing.  If STOP is specified the setting of the TraceMask parameter is ignored.
	START

STOP
	START

	Component
	ALL: Enables/disables tracing for all components. If ALL is specified the parameter settings for individual components are ignored.

EVENT: Enables/disables tracing for the component specified in the event or alert that triggered the script. Only applies to use of the tracing script as a response within an event/alert rule. If EVENT is specified the parameter settings for individual components are ignored.

MANUAL: Enables/disables tracing per the parameter settings for individual components.
	ALL

EVENT

MANUAL
	ALL

	TraceMask
	The internal trace types to be enabled. Specify multiple individual trace types separated by commas.
	ALL

FATAL, ERROR, DEBUG, STATE, FUNCTION, CUSTOM
	ALL

	SNABase
	When the MANUAL option is specified for the Component parameter, enables/disables tracing for individual components.
	1

0
	0

	SNAManagement
	
	1

0
	0

	SNAManageClient
	
	1

0
	0

	SNAManageAgent
	
	1

0
	0

	SNAPrint
	
	1

0
	0

	SNAServer
	
	1

0
	0

	SNALU62Resync
	
	1

0
	0

	TN3270
	
	1

0
	0

	TN5250
	
	1

0
	0


HIS 2006 Service Discovery.vbs
The HIS Service Discovery script uses Windows® Management Instrumentation (WMI) to evaluate the configuration of a given Host Integration Server. The results are returned in the form of MOM discovery data, which assigns state monitoring roles and components, and in the form of MOM computer attributes, which are used to evaluate computer group membership. By default HIS Service Discovery is run every 60 minutes, and every time a rule update is received.
The HIS Service Discovery script parameters control which connections should be considered for monitoring. Any changes to the default parameters must be coordinated with the event rules that trigger the HIS Connection State Monitoring script.

Table 19  Associated Event Rules

	Location
	Event Rule

	Microsoft Host Integration Server\Host Integration Server 2006\Service Discovery 
	HIS Service Discovery

	Tasks\Microsoft Host Integration Server
	Run HIS Service Discovery task


Table 20  Script Parameters

	Script Parameter
	Description
	Possible Values
	Default Value

	Monitor Connections with Activation = By Administrator
	Controls which connection types are monitored for health
	1
0
	0

	Monitor Connections with Activation = On Server Startup
	
	1
0
	1

	Monitor Connections with Activation = On demand
	
	1
0
	0


HIS 2006 Connection State Monitoring.vbs

The HIS Connection State Monitoring script is used to evaluate and alert on WMI events that indicate a change in connection state. 

The HIS Connection State Monitoring script parameters control which connections are monitored for health. Any changes to the default parameters must be coordinated with the objects that trigger the HIS Service Discovery script.

Table 21  Associated Event Rules

	Location
	Event Rule

	Microsoft Host Integration Server\Host Integration Server 2006\Network Integration\SNA Gateway Services
	SNA Connection State Monitoring


Table 22  Script Parameters

	Script Parameter
	Description
	Possible Values
	Default Value

	Monitor Connections with Activation = By Administrator
	Controls which connection types are monitored for health
	1

0
	0

	Monitor Connections with Activation = On Server Startup
	
	1

0
	1

	Monitor Connections with Activation = On demand
	
	1

0
	0


HIS 2006 Event Gen.vbs

The HIS Event Generation script is used to correlate events generated by multiple components for use in updating Print component health state.
The HIS Event Generation script has no parameters.

Table 23  Associated Event Rules

	Location
	Event Rule

	Microsoft Host Integration Server\Host Integration Server 2006\Network Integration\Print Service
	Print – Event State Monitoring – SNA Print Server

	Microsoft Host Integration Server\Host Integration Server 2006\Network Integration\Print Service
	Print – Event State Monitoring – SNA Virtual Print Driver


